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Introducao
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» Nuvem Computacional
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Objetivos

» Gerenciar politicas de acesso no conceito
de federacao de identidades.

» Interpretar Request e Response do padrao
XACML no conceito de federacao de
identidades.

» Identificar a politica a ser aplicada no
conceito de federacao de identidades.
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Fundamentacao
teorica
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Federacao de identidades

» Objetivos da federacao de identidades
- Reduzir os custos de gestao de identidades;
> Melhorar a experiéncia do usuario;

> Prover seguranca e confian¢a end-to-end na
Integracao de aplicagdes inter-organizacionais.

p—



XACML

» O XACML é um padrao proposto pela OASIS
(2005) que define uma linguagem para modelar,
armazenar e distribuir politicas.
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Trabalhos Corelatos

» Federacao de Identidades e
Computacao em Nuvem: Estudo de
Caso Usando Shibboleth (LEANDRO,
2012) .

» Controle de Admissao de Resource
reSerVation Protocol (RSVP) utilizando
XACML (TOKTAR, 2003)
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Desenvolvimento
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Requisitos principais

» Ser desenvolvida utilizando a linguagem
Java (RNF);

» Utilizar a IDE eclipse (RNF);

» Ter como base a versao 1.0 ou superior da
especificacao XACML (RNF);

p—



Requisitos principais

» Devera permitir gerenciar politicas de
acesso no conceito de Federacao de
Identidades (RF);

» Devera permitir interpretar request e
response do padrao XACML no conceito
de federacao de identidades (RF);
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Especificacao

» Caso de Uso — Ator Software

i UCO01 - Configurar Extens3do

Software

UCO02 - Criar Policy

UCO4 - Realizar request UCO3 - Alterar Policy
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Especificacao

» Especificacao Schema XML da estrutura de um
Target

Zxgs:element name="Target" tvpe="xacml:TargetType"/>
<¥Xs:conmplexTyvpe name="TargetType">
<HZ . Zequencex
<z :element ref="xacml:Sobjects" />
Zxs:element ref="xacml:Resources"/»
Zxzs:element ref="xaoml:Actions"/>
<x3:element ref="xacoml:Federations"/>

</ ®s13equence

</ Hs:complexTypes




Especificacao

» Especificacao Schema XML da estrutura de um
Request

<¥g:element name="Reqmest" tvpe="xacml-context:RequestType" />
<Xz :conplexTyvpe name="RequnestType">
<X5:sequence>
zxs:element ref="xaoml-context:Snobject" maxfccurs="unboonded" />
<xs:element ref="xacml-context:Resource"/>
<Xs:element :ef="xacm1—cuntext:hﬂtinn”fﬂ
<xs:element ref="xacml-context:Federation" />
</H3 1 3equence>

</xsi1complexType>




Especificacao

» Especificacao Schema XML da estrutura do arquivo
de configuracao do PDP

<xz:element name="config"=
<xs:conplexTyvpes
<xX5:choice minCccurs="0" max{ccurs="unbounded" >
<xs:element name="confgfiles" type="config:ConfgFilesType"/>
<¥s:element name="pdp" tyvpe="config:FDFType" />
<¥s:element name="attribnmteFactory" tvpe="config:AttribnteFactoryType"/>
<xs:element name="combiningAlgFactory" tvpe="config:CombiningFactoryType"/>
<xs:element name="functionFactory" tvpe="config:FunctionFactoryType"/ >
</ ®xs:1choicer
“/®HsicomplexType>
“xs:attribute name="defanltPFDF" type="xs:string" use="remqmired"/>
<xs:attribute name="defanltAttribunteFactory" tyvpe="xs:string"
use="required" />
<xs:attribute name="defaunltCombininghlgFactory" tvpe="xs:string"
uze="required" />
<xs:attribute name="defanltFuonoctionFactory" tvpe="xs:string"

uze="required" />
zxs:attribute name="defanltFiles" type="xs:string" use="required"/>

W

/s elementy



Tecnologias e ferramentas

» Linguagem de programacao Java.
> Orientacao Objetos
o Eclipse - Juno Service Release 2.
o NetBeans 7.3.
o Tomcat 7.0.
o Apache Axis2/Java 1.6.2.
> MySql Connector Java 5.1.24.
o Sunxacml 1.2.

» MySQL Workbench 5.2.26 CE.
» Enterprise Architect 7.5.848.

. » XML Tools Plugin 2.3.2.



Operacionalidade

UFRJ UFRJ
Administrador
Cadastrar
2 Gerenciador d;%

3 Sistema de UFR)
Aluno Arquivos do MEC
aﬁ.ceasar

N
% Federagdo

Identidades MEC

1
i Midlleware
FURB 3 sistema de \:"" da extensdo
Aluno Arquivos do MEC = XACML

Acessar
—

Administrador

Cadastrar
FURB

2 Gerenciador da

FURB




Operacionalidade

WEloLiLrLiTs— Lisiomuunl iy
<confgfiles name="filesConfig">
<policySchema class="">
<string>C:\\Teste XACML\\policy\\cs-xacml-schema-policy-01 FED.xsd</string>

< /policySchemas
<contextSchema class="">
<string>C:\\Teste HACML\\request\\cs-xacml-schema-context-01 FED.xsd</string>
</contextSchemas
< /confgfiless>

<pdp name="pdpSample":>

fattributeFinderModule claszs="com.sun.xacnl.federation.finder.impl.SelectorModule" />
cattributeFinderModule class="xacmlmdw.pip.AttribnteFinderFederationForbh" />
fattributeFinderModule class="xacmlmdw.pip.AttribnteFinderFederationUFRI" />
<policyFinderModule clas=z="com.sun.xacml.federation.finder.impl.FilePolicyModnle"

<list>

<string>C:\\Teste XACML\\policy\\SetRoot.xml</string>

<flist>

</policyFinderModule>

<policyFinderModule clazz="com.sun.xacml.federation.finder.impl.FilePolicyModuleBeference">
<list>
<string>C:\\Teste XACML\\policy\\</string>
</list>
</policyFinderModule>
</ pdp>
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Operacionalidade

rlél |. - 52 .l-.
Aplicacao de Testes FURB
Usuarios:
2 -joan
1 - administrador

=
Aplicacao de Testes

Id usuario
| [ Ok J

Mome l

Zancelar J

Mome Completo

[ Alterar ] l Inserir J Fa

Senha

|| Administrador




Operacionalidade

Pdpmdww

facAcc FacadefcoessControl = new FacadeAcoes... freadCnly}
pap: PAP =null

pdp: POP = null

SET _ROOT POLICY: Sting = "SetRoot”

AttributeFinderFederstion/DEC
pip:AttributeFinderFederationFurk

AttributeFinderFederaticnFurk()

findAttribute{URI, URI, URI, URI, EvaluaticnCte, TargetAtribute) : EvaluationResult
getAttributeldUsuaric{EvaluationChx) ; Attribute

getlameAtt{LURI) : String

+ oiarPelicy(String, String, String, String, int, String) : String _ _
+ evaluate(RequestCtx) : ResponseCte getSuppartedAtiributes() | Set=Siring=
+ getPap{): PAP getUsers() . AmayList<User>
+ getPdp() . POP
+ Pdpmdwi{)
+ werificaPolicy{String, String, String) : int
-pdpmdw
AttributeFinderFederation /DEC
pip:AttributeFinderFederatiocnUFR.
Mdw

-  pdpmdw. Pdpmdw = new Pdpmdw]) AttributeFinderFederationUFRL)

findAttribute(URI, URI, URI, URI, EvaluaticnCte, TargetAtribute) : EvaluaticnResult
+ adicionarPermisac{String, String, String, String, int, String) : String getAttributeldUsuaric{EvaluationChe) : Attribute
+ getPolicylds]) ; AmayList<String= getlameAtt{URI) : String
+ getllsers|) : AmrayList<User= getSupportedAttributes]) | Set<String=
+ werificarPermisao{String, String, Sting) : int getllsers() . AmayList<ser=
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Resultados e Discussao
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Conclusoes

» Os objetivos do trabalho foram
atingidos;

» A linguagem XACML se demonstrou
muito flexivel e extensivel;

» XACML e conceito de federacao de
identidades;

» A API Sun's XACML.
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Extensoes

» Autenticacao de usuario
considerando o conceito de
federacao de identidades.

» Middleware genérico.
» A extensao com JSON.
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Demonstracao da
Extensao
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