DESENVOLVIMENTO DE
FRAMEWORK PARA JOGOS
MULTIPLAYER PARA
PLATAFORMA ANDROID
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Objetivos

possibilitar utilizacdo em jogos cujo servidor é
centralizado em um disposivo movel ou
computador;

possibilitar utilizacdo em jogos onde nao ha um
servidor centralizado;

utilizar de um protocolo de rede que forneca
seguranca das informacoes transmitidas;

disponibilizar uma avaliacao da eficiéncia dos
recursos Wi-Fi da plataforma Android com

relacao aos itens acima. :D%
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TCP X UDP

TCP:
 QOrientado a conexao
« Garante entrega e ordem

 Faz divisao automatica
em pacotes

« Simples de utilizar

UDP:

Sem conceito de conexao

Nao garante entrega ou
ordem

Divisao em pacotes
realizada manualmente

Necessario controlar a
emissao de dados

Sem deteccao de perda

de pacotes
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Técnicas de transmissao
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Arquitetura de comunicacao




Cheats

Packet Flood
Packet Replay
Packet Tampering

Engenharia Reversa
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Casos de Uso

UCO02 - Configurar
informacdes da
conexao

UCO6 - Fornecer seguranca
para as informacoes
trafegadas

I
=<zinclude==
i

UCO01 - Trafegar

UCO03 - Trafegar informacées
informacdes

< =<extend==- pelo protocolo TCPAP

\

Desenvolvedor

UCO0S - Fornecer pacotes
padrbes para o trafego de
informagoes

b--— <<extend>> ~~---"-"C

UCO04 - Trafegar informacdes
pelo protocelo UDP/IP
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Pacotes do framework

L b

com.age.transport.connection.cipherf~ "~~~ 777 !

com.age.transport.connection.wireless.tcp

I—

com.age.transport.connection.packet f==-——————-------""1 com.age.transport.connection

com.age.transport.connection.exception com.age.transport.connection.wireless.udp
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Pacotes

PacketUtil

+static getSerialVersionUID(packetClazz: Class<? extends IPacket>): long

java.io
<<interface>>
<<interface>> IPacket

Serializable <I

+readPacket(bytePacket: byte[])
+writePacket(): byte[]

Y 3

StringPacket ObjectPacket
-static final serialVersionUID: long = 6501984958677779650L +static final serialVersionUID: long = -2161142973248349440L
-string: String +object: Object
+StringPacket() +ObjectPacket()
+StringPacket(string: String) +ObjectPacket{object: Object)
+readPacket(bytePacket: byte[1) +readPacket(bytePacket: byte[])
+writePacket(): byte[] +writePacket(): byte[]
+setString(string: String) +setObject{object: Object)
+getString(): String +getObject(): Object
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Encriptacao

CipherMap
| -static instance: CipherMap
: : ~egisteredCiphers: Map <Long, ICipher >
java.io
-CipherMap()
< <interface>> +static getInstance(): CipherMap
Serializable +reqisterCipher{cipher: ICipher)
+getRegisteredCipher(uid: long): ICipher
-getSerialVersionUID(cipherClazz: Class<? extends ICipher >): long
A = :
gt AESCipher
<<interface>> -static final serialVersionUID: long = 8114880708711209603L
ICipher <] -static instance: AESCipher
== i B -AESCipher()
ﬁﬁggggggﬂ:ggz Eyiﬂgj gyiH +static getInstance(): AESCipher
oK s 0¥ +decode(information: byte[]): byte[]
+encode(information: byte[ ]): byte[]
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TCPClientConnection

-host: String

-port: int

-socket: Socket

-closed: boolean = false

-packetReceivedListeners: List<IPacketReceivedListener >
-allowedPackets: Map<Long, Class<? extends IPacket> >

+TCPClientConnection(host: String, port: int)

+start()

+sendPacket(packet: IPacket)
+sendEncryptedPacket(packet: IPacket, cipher ICipher)
+close()

+addPacketReceivedListener(packetReceivedListener: IPacketReceivedListener)
+removePacketReceivedListener(packetReceivedListener: IPacketReceivedListener)
+getPacketReceivedListeners(): List<IPacketReceivedListener >
+setAllowedPackets(allowedPackets: Map<Long, Class<? extends IPacket>>)
+getAllowedPackets(): Map<Long, Class<? extends IPacket>>

ConnectionListenerThread

-connection: Socket

+run()

+ConnectionListenerThread(connection: Socket)

o=
.

TCPConnectionFactory

+agetConnection(configuration: Configuration): IConnection

.
-
-
-~
-
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TCPPacketWriter

-out: OQutputStream
-packetinfo: byte[*]

-writeInt{(number: int)
-writeLong(number: long)

+TCPPacketWriter(out : QutputStream)
+writePacket(packet: IPacket, cipher: ICipher)

TCPPacketReader

+n: InputStream
-allowedPackets: Map<Long, Class<? extends IPacket>>

+TCPPacketReader(: InputStream, Map<Lona, allowedPackets: Class<? extends IPacket>>)

+readPacket(): IPacket
-readInt(): int
-readLong(): long
+close()
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UCPClientConnection

-address: InetAddress

UDPConnectionFactory

-host: String

-port: int
-socket: DatagramSocket

etConnection(confiquration: Configuration): IConnection

-dosed: boolean = false
+packetReceivedListeners: List<IPacketReceivedListener > -
+allowedPackets: Map<Long, Class<? extends IPacket>> PR 2

+UDPClientConnection(host: String, port: int)
+start()

+sendPacket(packet: IPacket)

UDPConnectionPacket

+sendEncryptedPacket(packet: IPacket, cipher ICipher)

+close()

+addPacketReceivedListener{packetReceivedListener: IPacketReceivedListener)
+removePacketReceivedListener (packetReceivedListener: IPacketReceivedListener)
+getPacketReceivedListeners(): List<IPacketReceivedListener > MEEEERRGLS N

-serialVersionUID: long = -9195558897298323432L
~address: InetAddress

~port: int

~connect: boolean = true

+setAllowedPackets(allowedPackets: Map<Long, Class<? extends IPacket> =)
+getAllowedPackets(): Map<Long, Class<? extends IPacket>>

ConnectionListenerThread s

-connection: DatagramSocket

+ConnectionListenerThread(connection: DatagramSocket)

+UDPConnectionPacket()
+UDPConnectionPacket(connect: boolean)
+readPacket(bytePacket: byte[*])
+writePacket(): byte[*]

+hashCode(): int

+equals(obj: Object): boolean

+run()
A
1% Somis :
UDPPacketWriter UDPPacketReader
-BUFFER SIZE: int = 5120 -BUFFER_SIZE: int = 5120
-HEADER SIZE: int = 20 -HEADER _SIZE: int = 20
-BODY SIZE: int = BUFFER SIZE - HEADER SIZE -closed: boolean = false
-socket: DatagramSocket -allowedPackets: Map<Long, Class<? extends IPacket>>
-address: InetAddress -packetQueue: BlockingQueue <DatagramPacket>
rt: int
gcketlnfo: byte[*] +UDPPacketReader(socket: DatagramSocket, allowedPackets: Map<Long, Class<? extends IPacket>>)
—packetUID: long +readPacket(): IPacket
—seadInt(index int, buffer: byte[*]): int

+UDPPacketWriter(socket: DatagramSocket, address: InetAddress, port: int) | | readLong(index int, buffer: byte[*]): long
+writePacket(packet: IPacket, cipher: ICipher) +close()
-writeBytes(buffer: byte)
-writeInt(buffer: byte, pos: int, number: int) PacketReaderThread
-writeLong(buffer: byte, pos: int, number: long) +socket: DatagramSocket

+run()
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Teste

» Aplicativo 1
— Prototipo de messenger Android
— Aplicativo servidor transmissor de mensagens

« Aplivativo 2
— Proto6tipo de jogo snake
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Resultados

UDP
L Grau de abstragdo da
Trabalho | TCP | Sem garantia | Com garantia | Encriptagao
= = camada de rede
de entrega de entrega
GNE N S S N Baixo
GNet ? S S ? Alto
Photon S S S ? Meédio
RakNet ? S S S Meédio
framework S S N S Baixo
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Conclusao

» E possivel
« Cumpriu os objetivos propostos

« Funciona tanto em Android como em Java
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Dificuldades

 Desempenho

« Funcionamento em ambientes de rede
diferenciados

* [nexperiéncia no assunto
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Extensoes

Incluir Bluetooth
Incluir comunicacao VolP
Transformar em um engine de Jogos

Desenvolver um jogo em rede
WA
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Demonstracao
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