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Introducao

e Aumento dos ataques DDoS devido
ao uso de redes conhecidas como Botnets

e Estudo das botnets se da na maioria das vezes por
engenharia reversa

e Necessidade de maior catalogacao sobre desenvolvimento
de botnets conhecidas Q2
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What DDoS Attacks

How widespread are DDoS attacks?

of organizations
are attacked

921%

attacked in the
last 12 months

74%

are attacked
more than once

What is the typical attack length?

.
Ve
z
’

o

~2/3

of attacks
last 6+ hours

37%

0- 6 hours

Brought to you by ) |r‘lCa‘Em)Emula

Really Cost Businesses?

To understand how DDoS affected organizations in 2014, Incapsula surveyed IT
professionals from 270 North American organizations. The data below is based

on some of the results of that survey.

10%

are attacked on
aweekly basis

49%

6-24hours

8%

1-7days

4%

7+ days

Attacks lead to at least one
of the following:

p—, 3397
Customer
Data Theft

Software/Hardware

Replacement

51% - 26%
Reduction in Financial

Revenue Theft

43%
Loss of
Consumer Trust

19%
Loss of
Intellectual Property

Which business areas take the largest financial hit?

IT Group

Sales

Security
Customer Service
Marketing/PR
Legal

Other

How many businesses are using purpose-built DDoS protection?

0Oy are not confident
3 6 /0 about their current

57% Something Else DDoS protection technology

45% Purpose-Built

I 35%
I 23%
I 22

I 2 h
5% 0s0)
o
2%

A complete report is available as a free download at Incapsula.com
http:/lp.incapsula.com/ddos-impact-report.html

In 43% of cases,
10+ employees
are involed

in mitigation
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Objetivos

e Detalhar o desenvolvimento de uma botnet que seja capaz
de se proliferar automaticamente e executar ataqgues DDoS

e Analisar o comportamento da rede no momento em que o
ataque DDoS esta sendo executado

" | =

FURB

E DE BLUMENAU



Rotelro

Introducao

Objetivos
Fundamentacao teodrica
Trabalhos correlatos
Desenvolvimento

Testes e resultados

Conclusao
q | =
FURB

UNIVERSIDADE DE BLUMENALU



Fundamentacao Teorica

Distributed Denial of Service Attack (DDoS)

TCP Syn flood =

UDP flood -

ICMP flood S v

NTP amplification 1 2

DNS amplification /== © ; %
]




Fundamentacao Teorica

Botmaster

Uma das finalidades cac 7 5. c?[rw_nw_a_ngf_%
das Botnets é gerar Servein
DNS

ataques DDoS \%/ \/\/ il

Botnet

/l ‘\ \ 5 Commands &
Mariposa | 4. Join ‘ \ \\
Mirai \ ‘\ Internet ‘| :

Zeus \ AW/Q AT /

i ] 2. Bot
Srizbi \ Download
\ gt
AgObOt 1. Exploit e E%.ENS Lookup

— /Vulnerable
Host
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Trabalhos Correlatos

Lightaidra

(Federico Fazzi)

(T #chan]

[@root] [ [X]lylegh9vgk]

-!- Irssi: #chan: Total of 2 nicks [1 ops, 0 halfops, 8 voices, 1 normal]
lk@root> .login pwn

Ik [X]lylegh9vgk> [login] you are logged in, (root!-~root@l27.0.0.1).
lK@root> .help

[X]lylegh9vgk> * *** Access Commands:

[X]11yleghSvgk>

[X]11lylegh9vgk> .login <passwords> - login to bot's party-line
[X]lylegh9vgk> .logout - logout from bot's party-line
[X]11lyleghSvgk=>

[X]lylegh9vgk> *** Miscs Commands

[X]1lyleghSvgk>

[X]1lyleghSvgk=> .exec <commands= - execute a system command
[X]1lyleghSvagk> .version - show the current version of bot
[X]1lyleghSvgk=> .status - show the status of bot
[X]11lyleghSvagk> .help - show this help message

[X]1lyleghSvgk=>
[X]lylegh9vagk>
[X]1lyleghSvgk>

*** Scan Commands

[X]1lyleghSvgk=> .advscan <a> <b> <user> <passwd=> - scan with user:pass (A.B) classes sets by you
[X]1lyleghSvagk> .advscan <a> <b> - scan with d-link config reset bug

[X]lyleghSvgk=> .advscan-=recursive <user> <pass> - scan local ip range with user:pass, (C.D) classes random
[X]1lyleghSvak> .advscan->recursive - scan local ip range with d-link config reset bug
[X]1lyleghSvgk> .advscan-=random <users> <pass> - scan random ip range with user:pass, (A.B) classes random
[X]lylegh9vgk> * .advscan-=random - scan random ip range with d-link config reset bug
[X]1lyleghSvgk> .advscan->random->b <users> <pass> - scan local ip range with user:pass, A.(B) class random
[X]lylegh9vak> * .advscan->random->b - scan local ip range with d-link config reset bug
[X]1lyleghSvgk> .stop - stop current operation (scan/dos)

[X]1yleghSvgk>
[X]1lyleghSvagk>
[X1lyleghSvagk>
[X11ylegh9vagk>
[X1lyleghSvgk>
[X]1lylegh9vagk>

*** DDos Commands :

NOTE: <port= to @ = random ports, <ip> to €@ = random spoofing,

use . *flood-=[m,a,p,s.x] for selected ddos, example: .ngackflood->s host port secs
where: *=syn,ngsyn,ack,ngack m=mipsel a=arm p=ppc s=superh x=x86

AAAMNRANANANANANANRANARANANNANANAN AN AN AR AN AN RN AN A ARARANRARARAR

F # % % # % % % % % % ¥ % % ¥ % ¥ ¥ ¥ F F F E E E E E E E F E E F ¥ ¥

[X1lyleghSvagk> * .spoof <ip> - set the source address ip spoof
[X]11yleghSvgk> .synflood <host> <port> <secs> - tcp syn flooder

[X]11yleghSvagk> .ngsynflood <host> <port> <secs> - tcp ngsyn flooder (new generation)
[X]11yleghSvgk> .ackflood <host> <port> <secs= - tcp ack flooder

[X]11yleghSvgk> .ngack flood <host> <port> <secs> - tcp ngack flooder (new generation)




Trabalhos Correlatos

Mirai

(Anna-Senpai)
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P,

Desenvolvimento
fedora % ngIRCd

docker ...

Irssi

the client of the future




Desenvolvimento

Deve ser possivel enviar comandos que executam localmente, ou seja,
comandos que executam no shell da maquina em que o bot esta contido (RF);

Os bots devem ser capazes de iniciar um ataque DDoS dos tipos UDP flood e
TCP SYN flood (RF);

Os bots devem se propagar automaticamente através da porta TELNET (RF);

Deve ser desenvolvido na linguagem C (RNF);
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Desenvolvimento

Casos de uso

UCO01 - ' <comando shell> ex:

'ls

UCO02 - Rattack tcp <IP do alvo> <numero de pacotes>
<porta de origem ou 0> <porta de destino ou 0> ex:
@Qattack tcp 172.17.0.2 1000 O 80

UCO03 - Rattack udp <IP do alvo> <numero de pacotes>
<porta de origem ou 0> <porta de destino ou 0>
<pacotes por IP ou 0> <spoof | nospoof> <IP falso ou

zero> ex: @attack udp 172.

UC04 - @scan <IP ou deixar
@scan 190.100.100.0

17.0.2 1000 0 25 10 spoof O
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em branco> ex:

UCO1 - executar
comando shell

JCO02 - executar

¢omando TCP SYN flood

DO?W&H&;\\K\\“x\xxxhi

UCO3 - ex
comando U

cutar
UL

a
P flood

e
M




Desenvolvimento

- Bot recebe comando @scan, faz o downloa
do arquivo CRED FILE e inicia varredura de
rede

2 - Alvo vulneravel baixa arquivo getbot.sh e

em seguida baixa a copia do binario

3 - botmaster envia comandos !<shell> e
@Qattack

4 - Servidor IRC propaga a mensagem
5 - Retorno do comando shell

6 - Ataques DDoS

UN

Bot participante d3 e iny
um comando para of dow

omando DDoS




Desenvolviment

Principais arquivos
do projeto

attack.c bk
- tcp_csum (unsigned short, unsigned short, int, int) - unsigned short + main (int, char) - int
+ syn_flood (attack_info, irc_info) : int
+ udp_flood (attack_info, irc_info) : int
+ get_random_ip() - uint32_t
- csum (unsigned short, int) : unsigned short
irc.c scanner.c

+ irc_connect (irc_info) : int
+ irc_login (irc_info) : int
+irc_listen (irc_info) : int

- random_nick() : char

- free_master_cmd (char, int) : void
- send_pong (irc_info) ; void

+ irc_send (char, int, irc_info) : int

- parse_master_command (char, int) :

void

config.h

+ DOWNLOAD_BINARIES
+ DOWNLOAD_CRED_FILE
+ CRED_FILE

= IRC_SERVERS

+ IRC_CHANNEL

+ IRC_NICK_LEN

+ DEBUG

+ TELNET_PORT
+ IRC_USER

+ MAX_BUF

+ scan_network (irc_info, char) : int

- get_subnet_address () : char*
connect (telnet_info) : int
_login (telnet_info) : int

- get_next_credentials (char, char) : void
- download_credentials_file () : void

- send_download_command (int) : void
- terminal_set (int) : void




Desenvolvimento
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Desenvolvimento

Comunicacao na rede botnet

Toda a comunicacao da rede acontece através de um servidor IRC

1 - Estabelece socket com o servidor IRC
2 - Realiza processo de login no servidor IRC

3 - Entra no channel especificado no arquivo config.h

4 - Fica “escutando” comandos enviados pelo botmaster bem como mensagens PING
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Desenvolvimento

C £ I RC foo.example.com bar.example.com
O n exao IRC Client IRC Server
o NICK amy _:

USER amy * * :Amy Pond

©

‘bar.example.com 001 amy :Welcome to the |
Internet Relay Network amy!amy®@foo.example.com |
|

_—

info->nick = random nick();
char *NICK = malloc(strlen(info->nick) + 6);
char *JOIN = malloc{strlen(info—>ch) + &);




Desenvolvimento

Proliferacao da rede botnet

1 - Comando @scan com parametro de IP ou n&o

2 - Download do arquivo de credenciais utilizando DOWNLOAD CRED FILE no config.h
3 - Loop de 1 a 254 na rede especificada tentando achar portas TELNET abertas

4 - Tentativa de login no servico TELNET utilizando as credenciais

5 - Envio do comando DOWNLOAD BINARIES via TELNET

6 - Vitima executa arquivo getbot.sh
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Scanner de rede

Desenvolvimento

na

are connected
"eonnected to info t.ip):
,
AR ks -

ok




Desenvolvimento

Ataques DDoS na rede botnet

1 - Comando Rattack udp ou Rattack tcp
2 - Através do uso de raw socket € utilizado IP’s falsos
3 - E feito um flood de pacotes UDP ou pacotes TCP SYN
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Transmission Control Protocol (TCP) Header
20-60 bytes
source port number ‘ destination port number
2 bytes 2 bytes

sequence num ber
4 bytes

acknowledgement number
_____ Abytes
control flags window size
| I'Bh.its . 2 bytes

checksum urgent pointer
2 bytes 2 bytes

reserved
3 bits

data offset
4 bits

optional data
0-40 bytes
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Testes e resultados

File

19:
10:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
10:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

42

10

42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42

Edit

View Search Terminal Tabs Help

blacksheep@Ilocalhost:~/git/IRC _botnet blacksheep@localhost:~/git/IRC_botnet blacksheep@Ilocathost:/tmp blacksheep@lo

bbcj@ccYo
bbcjBcc9o
master @he
bbcjBcc9o
bbcjBcc9o
bbcjBecY9o
bbcjBcc9o
bbcjBccYo
bbcjBcc9o
bbcjBcc9o
bbcjBccY9o
bbcjBcc9o
bbcjBccYo
bbcjBcc9o
bbcjBccY0
bbcjBcc9o
bbcjBcc9o
bbcjBecY9o
bbcjBcc9o
bbcjBccYo
bbcjBcc9o
bbcjBcc9o
bbcjBccY9o

~bgnB9k81lr@localhost has quit Client closed connection
has joined #army_of_ furb
ready to obey to the master!
lp
FURBOTNET - IRC Botnet for Telnet devices
Tip: You can send commands directly to specific bot using /msg <botname> <command>
Commands :
!<shell command> : Run a shell command and get the output back. Use ! followed by a shell command e.g. !1s
@help : print this screen :
@kill : kill bot process:
@scan <ip> :
Make a scanning of the network passed, the scan only test the fourth octet
e.g @scan 172.17.0.0 will scan from 172.17.0.1 to 172.17.0.254. If is ommited or set to @
then the bot IP itself is assumed. Let blank can be useful in compromised networks where bot is sit in
@attack udp <target ip> <number of packets> <source port | 0> <destination port | 0> <rate | 0> <spoof | nospoof> <spoofed ip | 0> :
launches DDoS attack of type UDP flood. is the ip of the victim. if or is zero they are randomized at every packets
e.g. @attack 172.17.0.1 1000 22 @ 200 nospoof will launch 1000 UDP packets with 5 different destination ports i.e 200 packets
for every random destination port, source port will be 22 in all packets, unless setted to zero too. can be setted to zero for default change
wich is 100. spoof or nospoof is used to determine if source IP address of the packets is true or not. will use the bot ip address,
will use as source address, if is zero then source ip is randomized at every packets
@attack tcp <target ip> <number of packets> <source port | 0> <destination port | 0> :
same as UDP attack, but source IP is spoofed
and random at every packet, same as port, if ports are setted to zero they are randomized at every packet.
TCP SYN flood implies spoofed source IP




Testes e resultados

Envio de flood UDP com IP falso

<target ip> <number of packets> <source port> <destination port> <rate> <spoof> <spoofed ip>

dattack udp 172.17.0.2 1 0 O 0 spoof 25.25.25.25

1 0.000000800  25.25.25. 17.0.2 IDP 59 46269 - 50011 Len=B
2 i e 25 5 7@ Destination unreachable (Port unreachable)
3 5.130433555 :42:7c:21:e2:56 :42:ac: 42 Who has 172.17.0.27 Tell 172.17.0.1

4 5.130415638 B2:42:ac:11:00:02 @B2:42:7c:21:e2:56 ARP 42 Who has 172.17.0.17 Tell 172.17.0.2

5 5.130502604 B2:42:7c:21:e2:56 B2:42:ac:11:00:02 ARP 42 172.17.8.1 is at 02:42:7c:21:22:56

6 5.130513171 B2:42:ac:11:00:602 P2:42:7c:21:e2:56 ARP 42 172.17.8.2 is at 02:42:ac:11:08:02
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Ataque TCP SYN
na porta 80

@attack tcp
172.17.0.4 2
0 80

Testes e resultados

M [ip.addr == 172.17.0.4 [X] ~| Expression... =+

No. Time Source Destination Protocol Lengtt Info
5 0.000541968 . 5 4 172.17.0.4 54 63241 —

e R g e e

Source: 82:42:ac:1i:
Type: IPvd4 (0x0800)
w Internet Protocol Version 4, Src: 154.236.214.127, Dst: 172.17.0.4
0168 .... = Version: 4
. 0181 = Header Length: 20 bytes (5)
Differentiated Services Field: ©xa8 (DSCP: Unknown, ECN: Not-ECT)
Total Length: 4@
Identification: Bx@87c (2172)
Flags: Bx80
Fragment offset: @
Time to live: 255
Protocol: TCP (6)
Header checksum: 8x952a [correct]
[Header checksum status: Good]
[Calculated Checksum: 8x952a]
Source: 154.236.214.127
Destination: 172.17.0.4
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
~ Transmission Control Protocol
Source Port: 63241 =
Nagtinafinn Dart: 9@
0060 B2 42 ac 11 0O 03 69 @0 45 a8
¢ 00 28 ©8 7/c D@ @O0 Tf @6 95 2a 9a ec d6 7T ac 11
00 @4 f7 @9 0O 50 bl T8 @0 00 60 00 00 @8 50 02
0O 40 eB ce B8 OO

-

-

@ 7 Destination Hardware Address (eth.dst), 6 bytes Packets: 28 - Displayed: 14 (50.0%) Profile: Default
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Conclusao

Objetivos propostos foram obtidos, porem carece de melhor analise da
rede.

Contribuiu com melhorias aos trabalhos correlatos.

Contribuiu com o meio académico apresentando processos no
desenvolvimento de uma botnet.

Carece de testes mensurando a eficiéncia da botnet em termos de
proliferacao e forca nos ataques.

Carece de um teste com maior fidelidade quanto a estrutura de internet
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Obrigado

Duvidas e sugestoes

johnnywilleri0@gmail.com
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